CLICK Authentication Vulnerabilities
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Product Advisory

Product Family: CLICK PLC

Part Numbers: See Affected Part Numbers Table Number: PA-C0-012

Below Date Issued: 5/24/2021

Subject: CLICK Authentication Vulnerabilities

Description of Problem:
Multiple vulnerabilities associated with programming connections and password visibility have
been identified in the CLICK PLC. These could result in unauthorized connections to the PLC

using the CLICK programming software.

Products Affected:
CO0-1CDD1E-D C0-11DD2E-D C0-12DRE-D C0-12ARE-1-D
C0-10DD2E-D CO-11DRE-D CO-12ARE-D C0-12DD1E-2-D
CO-10DRE-D CO-11ARE-D CC-12DD1E-1-D | C0-12DD2E-2-D
CO0-10ARE-D C0-12DD1E-D C0-12DD2E-1-D | CO-12DRE-2-D
CO-11DD1ED C0-12DD2E-D C0-12DRE-1-D C0-12ARE-2-D
Mitigation:

Update the Click Programming Software and Firmware to Version 3.00 or later. Latest version of
CLICK Programming Software Link:
https://www.automationdirect.com/support/software-downloads?itemcode=CLICK

Please also follow the security considerations in the CLICK user manual.

https://cdn.automationdirect.com/static/manuals/c2userm/appxa.pdf



http://url287.automationdirect.com/ls/click?upn=Q5RN2mBTfZvrJq-2B2FPPjucrFl01Ru7dI3YRS1XpBBTgdt11iNzAC-2FGNuN-2BbFQKjFJJ5-2BAHvb2w6FSs7EZz-2FSqLoQqYiQthB-2FyV0BGOhZWPevsXXKaA-2F9zqlstrNfPpcGDwkK_r-2BDMsuWuYVmb7-2F1Mu1QL1PZhpP0Ehi0kx8TLvDmpTD59f6dnlArI2tgKwxhiLUnEE7bKcg4EXx0TzePThd-2BYs-2FNDNO8yP-2B1qLqGGu-2BMvS5mRxDnPmuYU5ulvmMLJu3BGnNnK7mDk6nLpl9yV-2F3OnCXdWZCAmXsy1uap0cCdkFqXE5P6ZFY6WOg6cbmmdZqZSUHz4KMm9ro3TO-2FJVDKV-2BTq2rhiIixSaiJT6VDCJi-2B8Zz1QMa-2F5K5SId6hvd4eP1PxG-2BXSiyerjcaIrxI1edE0Y8HfHfi4kr8bztvhGf-2BEaw4lialNf6gzgHOJr-2B0GkXRdMfPEsw7Pq0j7L9w8KcuhQOV-2F-2BKad85MaGdob4guwlB1aqPFEiZ6rEf3TQvbjiXGRBk-2F-2FcB2L9v-2B-2FO2q3lnixrzZ71n-2B1w792V-2BThgCS3MIg3krvaKPW3xFjmeThPxe54AA8JvzC1NC4GPxi4SYxxJgelm9EBE3VfYDV5EVqVEZmLGpUKHTEi-2FuV-2B-2FLwK16Aq-2Fm-2FGqr6eRjwY1CatF6FHVzsUq5PVrZdZRPBvwSkE52O3V5u3klswCHc-2FY0Xn8MGi-2FTyTJfrHr8ymxyoyG-2B97CvR9eoG6PyWO7vGaM-2BCcnVslqN8rothPBvOefHZ8M-2FiVtNMxANIDav0MLhlJH05Qjq9ZGfBtZk9KQDablPrctCC4OCmpYfFj7r5dYmGYEOqRey2Ho-2B9ddzcl0kN-2BiNy2pePlUMhrjiOZzaA8rJIuCrta2RXjcrmTr3EDjcWnSfhu6CJGqq0SEKBNgjn0PuEZqglbT1cvwqrPN5y67LGyjuvhje-2F0AlCvlCw-2FYmMjFKT2WlzNBFrDMCxrz-2BAKoDlLtmT04z5agNj-2BPqNNb5LXlI-3D
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Product Description:

CLICK PLCs are programmable logic controllers designed for controlling industrial

systems. They are programmed using the CLICK Programming Software, CO-PGMSW from
AutomationDirect.com.

Vulnerability Classification:
AutomationDirect rates the severity level of this Product Advisory as HIGH.

Technical Assistance:
If you have any questions or need further information, please send an email with your contact
information to techbox@automationirect.com
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